I ! I i |- Towards Data-Driven Internet Routing Security {? X

Cecilia Testart, ctestart@csail.mit.edu CSAIL
Background Research Question Main Contributions Future Research
 The Border Gateway Protocol (BGP) —the de-facto inter-domain  Can we design automated solutions that discover * First longitudinal analysis of BGP « How are malicious
routing protocol of the Internet— lacks route authentication and hijacks and other routing problems in the Internet? serial hijackers. networks connected?
validation. - New data for network reputation scoring  How are their routes
Approach systems and metrics for assessment of propagated?
Large-scale network-wide BGP behavior. « What are the more
Internet arz?tzis » Passive method for continuous advanced/stealthy attacks
measurements y bNdeW f New monitoring of operational security on BGP?
o) o) PR . . . .
Manually evideynce insights practices. « How is BGP misbehavior
gathered Domain * First study to measure the benefit of inked with misbehavior in
ground truth knowledge security practices. DNS and other protocols?
18.0.0.0/16 18.0.0.0/16 F d d P fl BGP S . | H k 2 M . O t | S t P t [3]
. . . . Inding and Profilin I | r easurin erational Securi ractices
Fig.1 : Using only BGP, routers cannot determine which of the two ga o g eria Jackers [2] gvp y
announcements (from A and X) of prefix 18.0.0.0.0/16 is the legitimate one. BGP serial hijackers: Networks repeatedly hijacking over g |- » The Resource Public Key
. . lon i
- BGP security flaws have been known for a very long time. N Boa- ]Icnfrastruc’:(utre (RPKI) II_%S GaP
In 1982, RFC 827 pointed out problems if a router send a B RO . £ 021 Y, ra.mewor t O sec#re
message with false information. JET= T S BEIIY” s aad uSIng dcr¥p ogllrgpt i ;
s e fw- [N (S SN S PSS e, records to valigate preftix
1 g —— - 0.0
* There have been many Securlty proposals from the researCh, O;(;14 2015 2016 2017 2018 2019 2014 2015 2016 "2{.0‘17 2018 2019 O2014 2015 2016 2017 2018 2019 O;0‘14 2015 2016 2017 2018 2019 ,QC)I ’09 ,0'\' ,Qc)l ,qu ,0’\' ,06I ,qu ,0\" ,Q6I ,Oql and Origin in BGP p
industry and standardization communities, but there are e . S
Y . . . Legitimate networks: from Mutually Agreed Norms for Fig.5: Fraction of networks adopting security practices. announcements.
fundamental disagreements that hinder the adoption of Routing Security (MANRS) _ _
: : uting y - o7 o » The operational adoption
technical solutions [1]. T " —— g i P :
o _ I — Loy | S e o Rl of RPKI security
« Lack of empirical data to characterize BGP problems and . 3| I PO . S 010 practices has significantly
evaluate defenses and proposals to increase BGP security. | o | e 8 005 | . d4in 2020
: : T o R s b Increaseaq in :
Only anecdotal evidence of attacks and other problems with BGP, me we me w7 0 @9 ms me me wn me ms mw me me w0 me ms e me me a7 o0 w9 B RPKI effectivelv red
. . . . . . D 0.05 - i v r
most events are not disclosed. Fig.3: BGP origination behavior of selected networks from 5 years : g L | it aen :gunieymgntuces
- BGP security is far from solved. of BGP aata (Jan 2014 — Dec 2018). S T o okt ekt sane Mot ric 4| propagation
ML classifier output: 934 Networks (Autonomous Systems) | i | = == Perecucomnusabevospeix | '
Big route leak shows need Russian telco hijacks inffor Google, How 3ve’s BGP hijackers eluded the with similar BGP behavior to serial hl aCkerS__'__ o A : _ VisIDIy (%) : ..
for routing security AWS, Cloudflare, and others Internet—and made $29M _ Nonflagged ASes B R T F{g., 6._.Be.neflt of RPKI. Con_vpar./s_on of prefix-origin |
July 22, 2020 by AfigbSiddiqui L eave dComment ;Zsrfezlgzorcnsa\;o;\ﬁdglgff ;23?;;'29 nedentihis weelmpaciing more 3ve used addresses of unsuspecting owners—like the US Air Force. 18’1 69 % ” N __-E_,:, i VI SI bll I ty I n th e Ca Se Of M U / tl -Or Igl n AS (M OA S) Con f l I CtS.
@ News Analysis Conferences On-Demand Opini e ) Q S Fla ed ASGS % _;! E’ 200 —'- 'F" '-'.-"
— — o References
Xﬁgitf)?geBr%itiioguetse fﬁgﬁiﬁiii Cloudflare tgusgiﬁious e\;en'{ hijacl;s Amazon traffic | z I 141 [1] C Testart. Reviewing a historical Internet vulnerability: why isn’t BGP more secure and what can we do about it?
ot e, nother 86 s A L Large European Routing Leak Sends AS originating —— i | N Research Conference on Communication, Information and Internet Policy (TPRC46), September 2018.
Almost 1,300 addresses for Amazon Route 53 rerouted for two hours. Trafﬁc Through China Te|ecom IeSS than 10 pl’eflxeS BlaCk“S".:ed SpamrTTer Prlvat? Fat_flnger DDOS ] ] ) o ] N . . . . . .
56,158 ASes:  ASes: ASes: error ASes:  protection [2] C. Testart, P. Richter, A. Dainotti, D. Clark. Profiling BGP Serial Hijackers: Capturing Persistent Misbehavior in the
C - 84 304 14 9 ASes: 18 Global Routing Table. ACM Internet Measurement Conference (IMC), October 2019. Distinguished Paper Award
Fig.2 : BGP route leaks and hijacks that made the news between 2018 and 2020. F19.4: ML classifier outcome (left), selected networks BGP behavior [3] C. Testart, P. Richter, A. Dainotti, D. Clark. To Filter or not to Filter: Measuring the Benefits of Registering in the

(upper right) and categories of flagged networks (lower right). RPKI Today. Passive and Active Measurement Conference (PAM), April 2020.



