« Controller Area Network (CAN) bus Attributes:

— Predictable system connecting electronic control units (ECUSs)
— Broadcast-based communication of CAN frames
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* These attributes can allow a skillful adversary to:

— Obtain parameters related to the messages
— Launch a timing-based attack on safety-critical components

Demonstrate how message period can be inferred in the presence of real-time
uncertainties(offsets, jitter)
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Fig. 5: Attacker’s View and Challenges to Message Parameters Estimation
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Fig. 7: Period Estimation Flowchart [1]
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Fig. 8: SAE Benchmark [2]
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- Demonstrate the ability to launch a timing attack
- Evaluate the effects of message and system parameters (priority, utilizat
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