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Overcoming Limitations of
Coverage-Guided Mutational Fuzzing

Adding Smart Guidance to
Generator-Based Fuzzing
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Improve mutations to 
retain input structure + 
explore core prog. logic

New feedback-direction to find
Performance bugs, out-of-memory 

issues, diff-induced bugs …

Adjust distributions of “random” generators
1. Reinforcement-learning to perform 

better (blackbox) validity fuzzing
2. Neural nets for enumerative synthesis: 

“test” oracle prog(input) = output
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