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1. void _gcry_mpi_powm (gcry_mpi_y_ res,
gcry_mpi_t base, gcry_mpi_t expom gcry_mpi_t_mod)

2. {
3.      mpi_ptr_t rp, xp; /* pointers to MPI data */
4.      mpi_ptr_t tp;  
5.      ...
6.      for(;;) {
7.       /* For every exponent bit in expo*/
8.     _gcry_mpih_sqr_n_basecase(xp, rp);
9.     if(secret_exponent || e_bit_is1) {
10.         /* unconditional multiply if exponent is
11.               * secret to mitigate FLUSH+RELOAD
12.               */
13.              _gcry_mpih_mul(xp, rp);
14.          }
15.          if(e_bit_is1) {
16.               /*e bit is 1, use the result*/
17.               tp = rp; rp = xp; xp = tp;
18.               rsize = xsize;
19. }
20.      }
21. }

1. # Attacker primes 
2. csrw process_id, 0 
3. # 0 is attacker; 
4. # 1 is victim
5. la x1, tdat2048
6. ldnorm x2, 0(x1)
7. ...
8. # Victim accesses
9. csrw process_id, 1 
10. la x1, tdat1024
11. ldrand x2, 0(x1)
12. ...
13. csrr x3, tlb_miss_count 
14. # Read TLB miss counter
15. # Attacker probes
16. csrw process_id, 0 
17. la x1, tdat2048
18. ldnorm x2, 0(x1)
19. ...
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TLB version of
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1. Understand All Possible Timing Attacks
Cache timing channels use timing differences of memory
related operations to derive information about sensitive
data. Mostly-used two kinds of operations in the attacks:
• Cache access: cache hit (fast) vs. cache miss (slow)
• Cache flush: data is in the cache (slow) vs. not (fast)
Attack examples: Prime + Probe, Flush + Reload Attack
However, any cache-like structure with varying
timing can be vulnerable to timing attacks.
Defenders need to deal with all types of attacks.
• Attacker just needs to find one that works.
• Defenders need to protect all types of attacks in
anticipation of what the attacker can do.

3. Projects Overview
This series of work focuses on the timing-based side-
channel attacks due to the Translation Look-aside
Buffers (TLBs) and caches. Our contributions are:
• Present the first three-step modeling approach that
can be used to reason about all hit-based and miss-
based timing-based attacks on TLBs and caches.

TLB:
• Design the first hardware defenses for TLB attacks: a
new Static-Partition (SP) TLB and new Random-Fill
(RF) TLB in a RISC-V Rocket Core processor.

• Evaluate the security of TLBs using our micro security
benchmarks running on RISC-V simulation and show
that results match with theoretical analysis.

• Test performance by running RSA tests alongside
SPEC 2006 benchmarks under Linux on FPGAs.

The proposed secure TLBs can prevent not only
prior attacks but also new timing-based attacks in
TLBs found using our new three-step model.
Cache:
• Develop first automatically-generated benchmark
suite to evaluate processor caches’ vulnerability to
all possible timing attacks.

• Test on Intel and AMD processors in the lab and on
Amazon’s Elastic Compute Cloud (Amazon EC2)
servers and generate scores for different processors
to understand which attacks they are vulnerable to,
and to be able to evaluate and customize defenses.
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2. Three-Step Modeling Approach

Derivation of all the vulnerabilities:
• Explicit enumerate all three-steps + different timings
• Implement cache three-step simulator + reduction
rules to derive all the effective vulnerabilities

There are 88 possible strong cache timing attack types
and 24 possible strong TLB timing attack types.

Figure 3. Evaluation of 88 Strong types of cache vulnerabilities on different machines.

Figure 1. Relationship of attacks, three-step model, and the benchmark

4. Detailed Evaluation Results
Figure 1 shows the general flow and relationship of
attacks, three-step modeling approach and the
generated benchmark. Figure 2 shows the hardware
microarchitecture of secure SP TLB. Figure 3 shows the
evaluation result of 88 Strong types of cache
vulnerabilities on different machines.

(1) Request from CPU

Processor

DCache

                                                                 

                 TLB  

(2) Choose the 
     partition to fill
     victim or attacker

Page Table Walker

(3) Response
      to CPU

ID ID ID ID ID ID ID ID

ID ID ID ID ID ID ID ID

... ...

ID1 ID1 ID2 ID2

ID1 ID1 ID2 ID2

Figure 2. Sample block diagram of the SP TLB with victim (ID1) 
and attacker (ID2) ways being allocated 50% of TLB space.
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