Securing Modern Processors:
Secure TLBs and Beyond

1. Understand All Possible Timing Attacks

Cache timing channels use timing differences of memory
related operations to derive information about sensitive
data. Mostly-used two kinds of operations in the attacks:
» Cache access: cache hit (fast) vs. cache miss (slow)
« Cache flush: data is in the cache (slow) vs. not (fast)
Attack examples: Prime + Probe, Flush + Reload Attack
However, any cache-like structure with varying
timing can be vulnerable to timing attacks.
Defenders need to deal with all types of attacks.
» Attacker just needs to find one that works.
 Defenders need to protect all types of attacks in
anticipation of what the attacker can do.

2. Three-Step Modeling Approach
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Derivation of all the vulnerabillities:

* EXxplicit enumerate all three-steps + different timings

 Implement cache three-step simulator + reduction
rules to derive all the effective vulnerabilities

There are 88 possible strong cache timing attack types

and 24 possible strong TLB timing attack types.

3. Projects Overview

This series of work focuses on the timing-based side-
channel attacks due to the Translation Look-aside
Buffers (TLBs) and caches. Our contributions are:

* Present the first three-step modeling approach that
can be used to reason about all hit-based and miss-
based timing-based attacks on TLBs and caches.

TLB:

* Design the first hardware defenses for TLB attacks: a
new Static-Partition (SP) TLB and new Random-Fill
(RF) TLB in a RISC-V Rocket Core processor.

« Evaluate the security of TLBs using our micro security
benchmarks running on RISC-V simulation and show
that results match with theoretical analysis.

 TJest performance by running RSA tests alongside
SPEC 2006 benchmarks under Linux on FPGAs.

The proposed secure TLBs can prevent not only

prior attacks but also new timing-based attacks iIn

TLBs found using our new three-step model.

Cache:

* Develop first automatically-generated benchmark
suite to evaluate processor caches’ vulnerability to
all possible timing attacks.

* Test on Intel and AMD processors in the lab and on
Amazon’s Elastic Compute Cloud (Amazon EC2)
servers and generate scores for different processors
to understand which attacks they are vulnerable to,
and to be able to evaluate and customize defenses.

4. Detailed Evaluation Results

Figure 1 shows the general flow and relationship of
attacks, three-step modeling approach and the
generated benchmark. Figure 2 shows the hardware
microarchitecture of secure SP TLB. Figure 3 shows the
evaluation result of 88 Strong types of cache
vulnerabilities on different machines.

L] : 3- Attacker does the
same memory accesses

in the 1st step to probe
each TLB set (measure
Ad

csrr x3, tlb miss count
. # Read TLB miss counter
. # Attacker probes

hree-Ste Test
Rooted In . i P Generate
Software —— Timing Side- Cases In
Channel Cor
1. void _gery_mpl_poum (gory mply_ res, . # Attacker primes
gcry mpi t base, gcry mpi t expom gcry mpi t mod) . .
2. { TLB version of 1- Attacker performs csrw .process_ld, 0
3. pi ptr t /* pointers to MPI data */ the Prime+Probe attack: memory accesses that Ay - # 0 is attacker;
4. pi_ptr_t [tp; primes the TLB with new # 1 is victim
> translation entries la x1, tdat2048
6. Access — ldnorm x2, 0(x1)
7. * For every exponen Set-associative TLB Evicted Time 2- Victim accesses B .
8. [ l critical data, causing # Victim accesses
9. E —  corresponding sensitive V., - . csrw process id, 1
10. sets [ : address translation put . 1la x1, tdatl024
o j — e into the TLB _ ldrand x2, 0(x1)
13.
14.
15.
16.
17.
18.

. csrw process_id, 0
. la x1, tdat2048
. ldnorm x2, 0(x1)

3 step’s timing)

e e e el el el e
OO IOV WNFEOWOODLOU D WN
. P e e e e e e e .

21. ) Ag w V, » Ay (slow)

CPU Type

Found in atleastonetested CPU{ ¢ ¢ ¢ ¢ ¢ ¢ 0000000006060 0606004¢90 Lo B S o A A
Found in all tested CPUs -
AMDEPYC 75711 @ @« o @ & 0 @ @ 0 0 0000606060060 0000 L 2 SN SN 4
AMD FX-8150 1
Intel Xeon P-8175 -
Intel Xeon E5-26861 * * % % *+ % % & + + % &+ &+ + % & &+ + %+ &+ + + & + *
Intel Core i5-4570 1
Intel Xeon E5-26901 ¥ ¥ ¥ ¥ ¥ VY VY VY VY VYV VY VY VYV VYV VYV VYV Y vyVYyYVYY
Intel Xeon E5-2667 inter-chip{ % % % % %k k k k hk k k k% %k *k *k *k*k* Kk Kk kk * kK
Intel Xeon E5-2667 ON-Chip{ % % % % % % % % % % % % % % % % % & % % % % %% EREE
Intel Xeon E5-16201 4 4 4 4 € 4 41 €1 41 41 41 1 1 41 41 1 €1 1 1 € € L ¢ <« < < <

+* + ¥+ +

S0 4000000000000 00000000060000000 20060000009 0002
o 0 000000000000 000000090 L o J L o L 4 4 L J L 4 4
+ & L R R RN S RN N S S RN N N L R 4+
A B Y'Y Y Y Y Y Y YV Y Y VY Y VYV YVYVYVYVVVVYVY Y-¥ \§ Y+ VY Y Y ¥

*% * ok hkk ok ok h ok khk ok hk ok khkkohk ok k ok k ok hkk * % * *—k—d ok kK
A B R R R I I IR I I I I O 3 I B SR S I I SR

<4 <4 <« 44444444444 1414 1(F {F £ 111 Eg <4 <4 < « <4 <4 < «

123456 7 8 910111213141516171819202122232425262728293031323334353637383940414243444546474849505152535455565758596061626364656667686970717273747576777879808182838485868788

vulnerabilities

Figure 3. Evaluation of 88 Strong types of cache vulnerabilities on different machines.
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Figure 1. Relationship of attacks, three-step model, and the benchmark
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Figure 2. Sample block diagram of the SP TLB with victim (ID1)
and attacker (ID2) ways being allocated 50% of TLB space.
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